
  

Bentsen Grove Resort Computer Club

General Meeting
February 19, 2007

TODAY

Do you have your computer set up to allow viruses to be 
installed by anyone worldwide.

There is one simple setting that will deny them that privilege.



  

PROBLEMS Week of 2/12/07

1. New PC's. You may set up your new PC without a password if you 
are so inclined. After you are prompted to enter your log in name, you 
may enter a password in the next box or simply press enter and you 
will be able to log onto your system without a PW if you do not need 
the extra security. You must make your own decision, not me. Today 
we will discuss some of the setup features that works with XP and 
Vista equally well.

2. If you have an older(+- 6 months old)  installation of Zone Alarm 
and/or any toolbar (Google or Yahoo) on your browser you may have 
problems getting on the net. Your browser may be totally blocked. As 
Microsoft updates its operating system, under certain circumstances it 
will not be compatable with older or "poorly written programs". 
Uninstall the old Zone Alarm and toolbars then get the new ones.



  

Today we will discuss:
1. Setting up a new computer.
2. Using various accounts to  
protect our computers from
malicious software and persons.

General Meeting



  

Brand Name (Dell, HP etc) will take a few minutes (15+) to get it going.

It will take a few minutes to finish installing Windows
 that require you to fill in certain information
 including your name and the name of additional users.
 This is used to set up your initial log in screen.
  It's no big thing. At times it may take several minutes
 to go to the next screen while it configures your computer.

When it is finally ready, you may find 15 or so icons on 
your desktop, some OK and some to give you a free trial
of software to eventually sell you something. 
You might say “When I bought my new computer, I paid
 for the software trial and I am going to use it”.
 If you are not sure that you want to use this “FREE”
 software, don't install it. It could be a real problem to get
 rid of later.



  

Any icon on your desktop that has an arrow on the 
corner is just a shortcut and may be dragged to the trash 
can if you do not want to see it again.

This will not un-install the program that resides on your hard drive.
 Some time in the future you may want to click on Start, Control Panel, 
Add-Remove programs or just Programs in Vista, Change or remove
 programs (if it is not preselected) in the upper left corner and review 
what programs may be removed. If you click on a program, it gives
 you additional information including its size, weather you use it often
 and when it was last used. If you are sure you want it removed, just 
click on the remove button and follow instructions.



  

User accounts

For my computer I may have 4 accounts.
Administrator as admin with a password
with full privileges to do anything to the
computer.
Harold with limited  privileges that may
be password protected.
Jackie with limited  privileges that may
be password protected.
Guest with  limited  privileges that is not
password protected.



  

A statement from Microsoft:

A significant factor that increases the risks from malicious software 
is the tendency to give users administrative rights on their 
computers.

 When a user or administrator logs on with administrative rights,  
any programs that they run, such as browsers, e-mail clients, and 
instant messaging programs, also have administrative rights.

 If these programs activate malicious software, that malicious 
software can install itself, manipulate services such as antivirus 
programs, and even hide from the operating system.

 Users can run malicious software unintentionally and 
unknowingly, for example, by visiting a compromised Web site or 
by clicking a link in an e-mail message. 



  

If I always log on as Harold, I cannot install any executable 
file (programs) and if there is an attachment in a e-mail, 
with anything executable, it cannot install a malicious 
program on your hard drive. Keep in mind that a 
executable program is capable of doing anything to your 
computer it wants from sending information back to its 
creator to destroying or corrupting your hard drive and 
reformatting hard disks.

The same limitations exist if Jackie or Guest logs in.

If I do want to download and run an installation program, I must switch users
to admin, enter my password and I have full control. Is that too much trouble for
the added protection??

If both Harold and Jackie is password protected, the only account that your
GUEST can use is the limited account setup for them. 

The guest account set up as a limited account only limits them from destroying
your computer. They can use browsers, e-mail, games and just about anything that
will not damage your computer.



  

To insure a safer operation of your computer, 
you must always log on with limited user 
accounts unless administrative privileges are 
necessary for a special situation.

Only you can decide how to
 set up your computer.
 To some people this would
 be too much of a hassle to consider.

If you have a guest in your house, make sure that you log off of your account
 when you walk away from your computer.

 This not only protects your computer but also makes your private
 information invisible to your guest. 



  

HOW TO:

CLICK ON
START

CLICK ON
CONTROL PANNEL

CLICK ON
USER ACCOUNT

MAKE CHANGES



  

Some of the neat things you can do with multiple accounts:

Each user can have their own desktop 
(background and screen saver)

Your own selection of icons on desktop

Your own history and web favorites

Your own Document folder

Your own e-mail downloads
By Harold Buechly

Bentsen Grove Resort Computer club


